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| nstallation, configuration and program environment

The APS 400 Config software is a complex develognieol for customization of the APS 400 access mbnt
system. It contains tools for system programmiigpke diagnostics, visualization and status control

2.1 Hardware and OSrequirements

Recommended operating system is Microsoft WindowWws4ND (SP4) or higher ones (Windows 2000, Windows
XP). HW equipment related to the used OS is necgdsr efficient work. Monitor with resolution 1@2768
pixels is suitable. Disc space requirements arémaih

2.2 Softwar e installation and configuration

The software is available free of charge,

or other media for a particular order.

Follow the recommendations after running the ifetiain file (setup.exe).
necessary after finishing the set up procedure. cirdiguration file APSConfig.ini

link ke tlatest installation files is located on the wate
http://www.techfass.cz/aps_400_dn_cz.htiitle APS 400 Config software can also be distrihate CD ROM

No other configuration is
) is being saved when

exiting the program. When you change the paramedet8ng inappropriately and the default setting is
demanded, simply close the program, erase theguomafion file and run the program again.

2.3 Main program window, desktop, tool bar, status bar

APS Config main program windowid. 2.1)
contains standard parts (menu, tool bar, std
bar ...).

The desktop is divided into three basic parts:

Application tree... defines the hardware
structure of the application.

Module inspector.. displays and allows
editing the object properties selected in the
application tree.

Script editor ... text editor for creation of a
program defining the application behavior.
All three parts are interrelated. Thus th#

changes in one of these parts cause change
the other two ones automatically.
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Fig. 2.1: Main program window
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2.4 Data files used

The application source file is saved as one filthwihe extensionapc. Any time when the file is opened a
backup file is created in the same folder as th&rcgofile. It has the same name but behind itsisulfe
extension.bat is added. After the source program is compiledcsssfully the configuration file for
administration software is saved in the same foddethe source file. It has the same namedgd extension

2.5 Main menu commands summary

All commands located in the program main menu a&sedbed in the table in tHgy. 2.3 In order to show the
list complete, the table ifig. 2.2 contains also commands not included in the mainun{they can be run only
by a keyboard shortcut). The function of the mdst@mmands is the same as in the majority of common
programs (file management, text editing, help...gréfiore the commands specific for this program ‘Wwél
described in this text only.

Name Shortcut | Description

Cirl+ To be used when writing the script — the command displays
Smart tag a list of modules and devices that can be at given place of
space .

the script used
To be used when writing the script — the command displays
Fast constructions Ctrl+J a menu with pre-defined parts of the script that can be
inserted into the editor
To be used when writing the script — after the command is
Find a module Ctrl+M | run the module corresponding to the currently edited macro
is found (highlighted)

Indent a block to the right i?r'm Indents all selected lines 2 spaces to the right
Indent a block to the left SS;EB Indents all selected lines 2 spaces to the left (if it is possible)

Fig.2.2: Commands not included in the main menu

Menu / command caption Shortcut | Description
File Alt+S Working with files
New - Creates a new (empty) file.
Open - Opens an existing application file.
Save - Saves the opened application file.
Save as - Saves the opened application file under a new filename.
Print - Prints out the applicaton report.
Close Alt+F4 | Closes the APS Config application.
Last opened files - Four commands for opening the last opened files.
Edit Alt+A Script editor tools
Back Alt+& | Takes back the last change in the script editor (if possible).
Cut Ctrl+X | Cuts the selected text into the windows clipboard.
Copy Ctrl+C | Copies the selected text into the windows clipboard.
Paste Ctrl+V | Pastes the text from the Windows clipboard into the script
editor.
Delete Del Deletes the text selected in the script editor.
Select all Ctrl+A | Selects all text in the script editor.
Find - Opens the Find text dialog.
Replace - Opens the Replace text dialog.
Make comments Ctrl+K | Converts lines selected in the script editor to the comments.
Delete comments Ctrl+L | Removes the comment marks form the lines selected in the
script to editor (if the “;” mark is the first not-space character
in the line).
Collapse application tree Ctrl+B | Collapses all nodes in the application tree.
Sort macros - Sorts all macros in the script editor in the same order as
defined in the application tree.

Fig. 2.3: Main menu commands summary — the 1% part
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Modules Alt+M Working with modules
Delete module - Deletes the module selected in the application tree.
Controller MCA 168 - Inserts the controller MCA 168 into the application tree.
Network reader - Inserts the network reader module into the application tree.
Application Alt+E Working with application
Compile F9 Compiles the application to the binnary code.
Upload script Alt+C Uploads the compiled binnary code to the controller, if the
source file is changed the compilator is called before.
Properties Alt+V Opens the Application properties dialog.
Connect/Disconnect - Opens/closes the connection between the PC and the
controller.
Change application password - Opens the Change application password dialog.
Tools Alt+R Visualisation and tuning
Download cardholders - Downloads the card IDs table from the controller memory.
Download access groups - Downloads the access goups setting from the controller
memory.
Download time zones - Downloads the time zones setting from the controller
memory.
Download holidays table - Downloads the holidays setting from the controller memory.
Application parametres - Downloads all application parameters from the controller
memory.
Controller properties - Downloads the controller properties.
Network status - Starts the network status visulaization.
Master module status - Starts visualization of the controller status.
Network reader status - Starts visualization of the selected network reader module
status.
Download events archive - Starts downloading of the access system events archive.
Show registers - Starts visualization of the registers values.
Show timers - Starts visualization of the timers values.
Upload service setting - Uploads the service settings into the controller.
Settings Alt+N Program parameters setting
Script editor - Setting the script editor font and colors.
Fast constructions - Opens the Fast constructions definition dialog.
Communication servers - Opens the Customer communiaction servers paths dialog.
Tools - Opens the Service settings definition dialog.
Open scenario - Opens the saved scenario file.
Save scenario - Saves current windows scenario into the selected file.
Help - Working with help
Contents F1 Opens the Help content.
About - Opens the About application window.

Fig. 2.3 Main menu commands summary — the 2nd part
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2.6 Program set up
Both the appearance and the behavior of the progtasome operations can be influenced by APS Config
software. Dialogs for all settings are activatethwihe commands from tt&ettingsmenu.

 Fast constructionare pre-defined parts of the text that can be
inserted in the editor by hitting the keyboard stior CTRL+J.

Fast construction definition

The dialog contains a list of defined constructiand buttons ';:E”;:"'TH]
for their creation, editing and deletion. Two tparameters are £
defined for each construction: Menu title and Itegtext (fig. 'ITSGE[';ZT:‘[E/”]‘

2.4) The Menu title can be any text displayed mtienu

activated by the shortcut. The Inserted text iséhéinserted in
the script after the item in the menu is selectéa: character /" OK X Cancel ? Helo
“%" defines the position of cursor after text intsen.

L Fig. 2.4: Fast construction definitions
 Standarccomunication serverform a part of program g

installation. The description of setting up andfauration of non-standard communication serversioa
found in the documentation enclosed.
» Tools and environmemlialog contains three folds to set:
« ID codes of access cards and time plans.

« ID code of designated card for validation of theder module HW address setting (the modules
supporting this function only) and a number of ecleéd ID cards from the memory in case of controlle
diagnostics.

* Colors used in the source text editor.

Reports settinglialog enables to insert a company logo and enlieed of text information into the
programming protocol. Insetnp pictures only with the side ratio 2:1 to avoid thdistortion during
printing.

Commandssave scenariandOpen scenaridrom Settingsmenu are used to enable recovering the settings of
the position of visualization windows used befdJsing the scenarios is conditional on online comication
with the controller only.

2.7 Tools

The APS 400 Config software contains a number ofstthat make the application design easier. Althefse
tools require online connection with the controlerore in chapter 3.1: Application structure andparties).
The tools can be divided into three categories:

» Tools formemory data chealf the controller.
 Tools for thesystem status visualization
 Tools forsetting of the system parametéssrvice cards, HW address setting,..).

Controller memory data check
Tables of cardholders’ ID, access groups, time gohelidays, application parameters and contr@iteperties
can be downloaded to a PC. Correct data colleddiconditional on agreement of the application @okim APS
Config software and the application uploaded indbetroller.

After the corresponding command is selected theiiggs sent to the communication server and sulxsetly
filled dialog with data downloaded is displayedcB®f these dialogs contains buttddK andCancel Pushing
any of these buttons closes the dialog. PresSiKgoutton saves the content of the table is intoxa fike, in
which each line corresponds to one line of theetadohd the columns are separated by semicolons.
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Particular text files are saved in the same foldexr the

APSConfig.exe file and their names are as follows:

GRP|USR| 1
* ReportCards.txt ... for cardholders’ ID. 1 A"
* ReportPlans.txt ... for time zones. 2 1 A
 ReportHolidays.txt ... for holidays. EI LI
« ReportParams.txt ...  for application parameters. ol L
* ReportGroups.txt andReportIDS.txt ... for access Z 1 :
groups and related authorization flags.
* ReportProperties.txt ... for parameters of the controller. Fig. 2.5: ACCess groups

Some details related to the access groups dowsloauld be mentioned:

The access level of particular access point imddfby a value saved in the intersection of thescgroup
number assigned to the card ID and the particuleess point reader HW address. At each intersetiten
general access (“A” — displayed in the green fiahd) access (“N” — in the red field) or access aticg to
a time zone (the frame number is displayed — iry#ilow field) can be defined, ség. 2.5.

If the access is not forbidden there is a posgjbith define so called authorization flag (e.gcan signify the
authorization for IDS control). In case this flagdefined a black triangle is displayed in the trigbper corner
of the field. In the text fileReportIDS.txt these values are saved as “A” — flag is assigmeld“H” — flag is

not assigned.

System visualization tools

The tools forsystem statugisualizationallow on-line overview of all inputs, outputs armpical statuses of
particular system modules, their remote controdreents activation, and, partially, APS Bus comitation
control. All visualization windows are “stays omptoand can be opened simultaneously. At the same the
APS Config program can be operated without anyiotisins.

The basic visualization tool is theetwork stats monitoring {ig. 2.6). Every network reader module is
represented by one icon showing its communicatiatus. The modules that are not connected to ttvweonle

are gray, standard communicating modules are grisenpnes where the communication was lost and the
controller has been trying to restore the commuitinaagain are red.

Clicking any module icon by the mouse right butthsplays a local menu with
following commands: 1 2 2 4 85 6 7 8
Show details.. displays a window with detailed visualizatiofithe module status. L

Connect module. commands the controller to restore the comoatiun with the §j §j §j §j ;?j ;?3 §j ;3

Network modules status

module. Powver suppliers
Disconnect module. commands the controller to disconnect the camoation |71 72 73 74 75 76 77 78
with the module. %% aadaw

The detailechetwork readestatus monitoring can be opened in two ways. Eittig. 2.6: Network status
from theNetwork statusvindow as described above or using Metwork reader
statuscommand fronToolsmenu. The status windowid. 2.7) contains (from left):

» An icon showing the communication status (it hasghme meaning as in tNetwork statusvindow).
» Tamper input icon (yellow = activated).

» Reading device icon (gray = not active, green idv@), blue = invalid ID, red = LGS ®
unknown D).

* Alarm status icons “Forced door” and “Door ajar”. Fig. 2.7: Network

 Both inputs and outputs icons (green = open, rekbse). module
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Power supplier status monitoring can be openedhim $ame way as the Network reader status. Thesstatu
window (fig. 2.8) contains (from left):

» Anicon showing the communication status (it hasghme meaning as in tNetwork statusvindow).

» Tamper input icon (yellow = activated).

» AC current status icon (green = connected, redseatinected).

 Battery status icon (green = O.K., red = dischargeely = disconnected).

» DC output status icon (green = O.K., red = overéatishort cut, black = Fig. 2.8: PSU status
disconnected).

For a detailed visualization of the controller gtatthere is a [mcais =
Controller statuswindow, seefig. 2.9 A part of the window is || —contalier status

composed from the icons representing inputs angutsitand || .. ¢ B B e vl] j] j] L,:] j] :] :] :]
global logical system statuses. The rest of icamstain buttons || ... o oupute 6 < < < < < < @
whose meanig is obvious from their description. User Events

The outputs can be controlled from the local memwali cases, || [ = >/ = »|[F =l »[[7 =] »|[5 =

accessible by clicking an appropriate icon whichtams the dual %ﬂ ”%ﬂ ”%ﬂ DI
commandConnectandDisconnect = 0 = I e 3

Other Commands

Exceptional standing has status visualization wivglof registers || Faz— e tims
and software timerShow registerandShow timerslt is necessary
to compile the relevant application which is dovaded in the
controller before to have correct overviews. Rensaing of both
parameters is possible.

The last tool of this category is tB®wnload events archiveommand. The assumption of correct overview is to
compile the relevant application downloaded indbetroller before.

Read time |

T el
=
SE

Clear cards | Clear archive Clear script |

Fig. 2.9: Controller status

Toolsfor setting up the system parameters
Upload service settingp the controller makes the system debugging eassess levels defined in the Settings
menu are uploaded to controller memory — ther@isa®ed to install server and administration sofewar

Set reader HW addregdig. 2.10 is used for the reader
modules which address can'’t be set using a keypathers

or DIP switch (e.g. NREM 61). Address: 3
Enter the desired HW address into particular faeid hit the [¥] Dffline function

“Set” button. Then take the card set as the “sgttine” in

the Settingsmenu and enclose it to the appropriate reader

module. Address setting is acknowledged by a laepb

Set the reader module address

Do not set the same address as already preseheohRS Fig. 2.10: Setting up the network module
Bus! address
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Applicationsin APS Config environment

3.1 Application structure and properties

An application in APS Config environment defineg tHW structure of the APS 400 system installatits,
properties and script defining its behavior.

The application hardware structure is displayedhm application tree. Every application containkofeing
elements: one master module (MCA 168), up to 64reatler modules and up to 8 system power suppliers
(PSU 71). The particular modules can be insertagthre application tree by choosing the requiredint® from

the Modulesmenu or using a local menu accessible by clickivgright mouse button on the application tree
Modules can be removed from the application usiedelete moduleommand from the same menu.

Several properties of the application can be ddfinetheApplication propertiesdialog (ig. 3.1), which can be
displayed using thBropertiescommand fromApplicationmenu. This dialog contains two foldspplicationfor
general properties definitions a@@nnectiorfor setting up the way of controller connectiorat®C.

ppplication properties @ hpplication properties @

Application | Cannection Application | Connection

Application narme: Mew application Serial line

Comnpiler version: 25 Modem [phone nal:

Call back phone 1: ® TCP/P (1P address): 192|168 001 103
Call back phone 2: | Other connection:

Application |0 1 ﬂ Lonnection parameter:

HwW address: ] *

— J Laocality passward: i
7 OK 7 Cancel 7 Help + 0K 3 Cancel 7 Help

Fig. 3.1: Application properties
General application properties are:

» Application name.. any text string, max 30 characters.

» Compiler version.. number of the compiler version for which thplication is created, this number can’t be
changed.

Call back phone AndCall back phone 2. for applications connected via modem, the cammifor calling

the upper system (PC) using one of these two phan®ers can be used in the script.

Application ID... numerical identifier. It has a special mearimgase of modem connections (call back) only.
» HW address.. setting up HW address of the controller.
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The way of system controller communication hasdalbfined in the fold of connection properties;m&ating a
MCA 168 controller is possible only by setting a FIP connection to a communication server APS 400
nServer.NET.

« Serial line... communication via RS 232 interface; conneciarameter is the number of the serial port used.

« Modem... communication via modem; connection paramstére controller phone number.

e TCP/IP... communication via computer network, connecpanameter is the IP address of the server.

» Other connection.. the communication is established in a differeay of the modes of communication
mentioned above. The way of setting up the nondstahcommunication modes is described in the manual
of appropriate communication software.

* Locality password.. numerical code from interval <0; 99999999z vialue has to correspond to the value
stored in the controller memory. The default vaki®”. This value is set in the controller aftés restart
while the switch DIP no.10 is switched on (se trenmal of MCA 168 controller). The password can be
changed after the communication is establishedyusi@Change application passwombmmand from the
Applicationmenu.

3.2 Modules

Every hardware module installed in the system gasented by an object having inputs, outputs ahdro
periphery in the application tree. The generalcstme of the controller and a network module isdewnt from
the following diagramf{g. 3.2).

i1 7t §7 71 f1 77 17 {7

Input 1 7 o— - = Communication =g §
p |Input 2I|nput 3IInput4|Input 5IInput6|Input IInputB ,g g (APS BUS) o éi
INPUTS 2 » SlzL
X £ [ o N— o Memory for = =
g program ID memory registers % g s Z | | offline operation = g5
42 _ £ & = 2 (500 1D) m) E E’%
2 § access groups . g 2 - _
T o (128) timers o A
LS . Sa Signaling
S time frames o< ™o - c =
£ €4 events 5 5 %g%% Red LED - module stat 2 E2
£ holidays ) 2 o2BEn3 Green LED-Dread | | @ 2
S (64) archive parameters | |9 SERES P v e J9) 9,: G2
[ X:hiet E Beeper - prograrn. x|
QUTPUTS o—|[-2 |5 ol
> < =3
Relay 1 IReIayZIRelay3|Relay4IReIaySIReIayBI OoC 1 I oC 2 8 b % ] o TAMPER % < g
o Internal I External

i ligllll

Fig. 3.2: Block diagrams of the controller and a network module

Each module or device has a number of parametdisirdg its behavior and processing in administratio
software. They can be divided into three categories

» Properties... general definitions of properties of the modwdeslevices.
» Events... system status change definitions due to theqodait status change (e.g. switching on the input).
 Descriptions... define a text assigned to every archive marleggrd by the module or device if displayed.

All of these parameters can be edited inMuule inspectoffig. 3.3 located in the left lower part of the main
program window.

[ Gate ] [ Gate ] [ Gate ]
S ipisis ]Eventsl Deseriptions | Froperties | Events | Descriptions Properties | Events | Descriptions
Property |\*""5'|L'“3 | Event | Macio | Mark | D escription
Mame Gate Doordjar __Gate.Door.t’-‘«iar Doordjar Door held open
ModulelD i1 ForcedDoor ' ForcedDoor Forced daor
SaveEvents tiue CommLost ji:at
Type Door CornmA estare
StikeTime 5
AjarTime 20
CardTimeaut 1
Dezcription  Gate
< »
361 Changed LI 360 1 Changed LI

Fig. 3.3: Module inspector
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Three properties are obligatory for all modules:

* Name... a unique text identifier of a module in thekgation. It can contain characters “A” .. “Z"a™.. ‘2",
“0”.."9", “ "and “-“. Up to 25 characters can hesed for the name. The name can not be identitialamy
keyword of the macrolanguage or with any other ndefned in the application.

e ModulelD ... a unique number assigned to a module. Itsgyaed according to following rules:

1) Controller ..Module ID=0  (always)

2) Network reader module Module ID = module HW address (1 — 64)

3) Power supplier .Module ID = module HW address (71 — 78)
Similarly as the Name, also the ModulelD must bigjuea within an application.

e Description ... itis any textual description of a module. It can be transfered to
the administration software.

Every device has an obligatory name (it is assigmeglicitty and can not be changed). Set of dateesy
properties and possibility of their editing candeen in the table belloviid. 3.4).

Data type Value range Example Editation

Number 0..255 ModulelD Enter into the edit line

Logical True, false SaveEvents Enter into the edit line, left mouse button
double click

Enumerated — | General, Type Enter into the edit line, left mouse button

reader module | Door, (by the network double click

type DoorWithHandle reader module)

Text Any text string — up to 50 | Description Enter into the edit line

characters

Fig. 3.4: Data types

The list of module/deviceventsspecifies all events that can trigger a macro. Wéie event occurs an archive
mark is recorded into the system events archivies(iecording is allowed in the module properties)

If a macrois created for any system event its name is digplan the corresponding edit line of thodule
inspector If you wish to create a macro, double click oa &dit line — the program will record the macro eam
into theModule inspectoand will declare it simultaneously in the script.

The list of archive markdescriptionsenables editing of the text descriptions displayben the system event
archive is analyzed. The complete list of systeohi@e marks can be seen in appendix 5.4. “Systemia
marks overview”.

3.3 Eventsand macros
The APS 400 program is

erformed via the controller, / “Resmgorbein Inputs and outputs
P . T Changz oflrllggio:al steatus » User's program EE—— status changes
which detects the changes ¢ User's action

status of its own and of all slave l I
network modules. Based on this

status changes the controller —

. Save events Configuration parameters Save events
generates so callegivents which allowed Regiers and tners allowed
can trigger related user programs Flags of ID

— macros defining the reaction of l
the system. The way of generation

and processing of events is sho Events archive
in following diagramfig. 3.5.

Figr. 3.5: The way of events processing

-4
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Within a macro processing, especially theelay
command, repeated activation of the same macro c
appear. The controller has to decide if to interrtipe
running macro (and execute it from the beginningleave
it until finished. The behavior of the controlless i
determined by the setting up of th& &onfiguration DIP
switch, see the MCA 168 manual.

Note: Interrupting of macros is recommended in most of
applications; in case of doubt ask your technical support.
Most of the events are triggered by a status chahgay
peripheral device. Events activated by a user's
identification number \(alid , Invalid , Unknown) are
processed a little more complicated. Thereafter|Ehas <
read by a network reader, the controller decideschvh
event to generate. The progress of this processngbe

ID INPUT

ID FOUND

GENERAL
ACCES¢

ITION
GNEC

YES
PARTITION YES
ARME|
NC
IDS CONTR.
AUTHORIZED,
NC

seen irfig. 3.6
The whole model of access rights is rather complex.
contains counters of present users, programmablgs fl /" suwown INVALID vaLD

fixed on particular ID and other mechanisms suéafolr
various types of applications. The description bfst . _
mechanism contains following documents: Fig. 3.6: Access rights

* http://www.techfass.cz/files/t_aps_400_opravnenip@n
f.

Detailed technical description of frequent applmas:

« http://www.techfass.cz/files/t_aps_400_ijidelna peif.
* http://www.techfass.cz/files/t_aps_400_iadminigtravis_en.pdf

3.4 Script

The script contains all macros defining the sysbemavior, comments, and declarations of registiengrs, user
archive marks and parameters.

No upper case and lower case letters are distihgdijs.g. for the module name is valid:
Readerl=readerl=READER1

Macros
Macro has following format:

Event ModuleName.Eventldentifier
... Body of macro ...
EventEnd

The body of macro is composed of a sequence of @mmdefining the system behavior. The key words

Event andEventEnd are obligatory and define the beginning and the @hthe macroModuleName is the
name assigned by a propekgmein the module inspectoEventidentifier is an implicitly defined name of
a touched event and cannot be changed.

Comments

Commentis a part of the script beginning with the chagac¢t”. All characters behind, up to the end of time,
are then ignored when the script is compiled. Contmeerve for explaining more complicated partshef
program code, variables etc. It is recommendedsérich comments; they will help to facilitate uretanding
the program code when it is customized in the &itur

Event ModuleName.Event.ldentifier
: This is a comment
EventEnd
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Registers

Register  is numerical variablevalid globally in the whole script (in all macroshny number from the
interval <0; 255> can be written in the registed éime value can be tested at other place of thptstip to 250
registers can be used in an application. Registelacationcan be located at any place of the script but it is
recommended to place all declarations at the béggrof the script.

Register declaration has following format:

Define register RegisterName

Software timers

Software timer is numerical variable as well as tlegister ~ but with different meaning. If the timer value
is set to 255 the timer switched off. If the valadess then 255 it is decremented every secorit unytil zero.
The program can assign a numerical value to thertimeaningful are values 1-254), which triggeranting-
down the time interval corresponding to the assigveue in seconds. It can be tested anywheredrsthipt
while the timing is still running (value > 0) oritffhas already stopped (value = 0). If the condifior timer zero
value is reached the value is set to 255 (the timewitched off). Up to 254 software timers canused in an
application.

Software timer declaration has a following format:

Define timer TimerName

User parameters

User parameter  is valid in the whole script too. It can be usedagparameter of thieelay command and it
can assign a value to thegister ~ or thetimer . Up to 254 users parameters can be used in aicaiiqh.

User parameter  declaration has following format:

Define parameter ParameterName=Value

Using of the parameter is suitable when the sangevlaas to be used in more program places or wihere
changes of its value from the administration sofenare required.

User archive marks

User archive marks are used for saving the particular program codesipgsinto the events archive.
Archive marks are valid in the whole script as wel to 254 users marks can be used in an applicati
User archive marks declaration has following format:

Define mark  MarkName=Description

User archive marks are often used during the progfabugging. In “sharp” applications they can bedufor
storing the system statuses, which cannot be disghed from the standard system archive marks.

3.5 Program compilation, upload to the controller memory

After the script is ready the application needdd¢ocompiled to the code understandable for theralbeit The
compilation can be run using tl@mpilecommand from thé\pplication menu. If there are no syntax errors
found in the script the code can be uploaded tadmroller (using thé&Jpload scriptcommand) and the system
behavior can be tested. In the opposite caset, af lfeund errors is displayed in the lower partled editor. The
compiler can check the syntax errors only, i.eeanr message appears if it does not “understamaiespart of
the script. The compiler cannot find out any logE@ors!

Note 1: The macro is canceled if its body is empty during compilation.

Note 2: When the module is renamed in the Module inspector the change comes out in the script editor
automatically.
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System programming

4.1 Standard system functions
There are two ways of the standard functions pragrang in APS 400 Config environment:
» "Manually" as described in the following chapters.
* Using the configuration dialogs related to the dtad programming of a particular module.

Configuration dialog related to the selected modofleapplication tree can be opened using 8tandard
functioncommand from th&lodulesmenu or from a local popup menu of the applicaties.

Function of configuration dialogs

All functions performed in APS 400 access contgdtem must be defined by the script or by settipghe
values of some properties. The configuration dislogenerate the source texts of standard functions
automatically based on entered values.

Common itemsto configuration dialogs
All configuration dialogs have following commonrits:

» Text boxModule name (in the scriptpr setting up thélame property.
» Text boxModule description (in the events archi¥e) setting up th@®escription property.
 Defaultsbutton - when pressed the default values of thduleoare set.

Standard controller functions

Global alarm warnings can be assigned [0 e ciemrg, o oo
. . . . . . . MCA167 - standard function @
in configuration dialogf{g. 4.1). Particular warning is - ,

[=Ed [ parame res

activated through an optional controller outputingt
(Relay 1 -Relay 8 ).

MName and description:
Module name (in the script): MCATE?

The alarm status of the output is configurablen@aad Moduie description (in the events archivel: |Contiolle
is NC contact. NO contact can be chosen by checld Giobal alam signaliing:
NOstatus. TAMPER contacts Relay1 - Setting

Forced doar Relay2 = |w|Setting

Meanings of particular alarm statuses and theiawef
setting are listed in following table, sig. 4.2

Daar ajar Relay3 - Setting

Communication with any module last - - Setting

£ Defaults # 0K € Cancel 7 Help

Fig. 4.1: Standard controller functions
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Warning Meaning Output Status
At least one tamper contact was activated in the
Tamper contacts Relay 1 Open
system (controller, netwok modules)
Forced door At least one network module has Forced door status Relay 2 Open
Door ajar At least one network module has Door ajar status Relay 3 Open
— The communication with at least one network module
Communication lost... is lost Relay 4 Open
Fig. 4.2: Controller alarm warnings
Network module standard functions
The way of door control can be defined in teesic
Gate - standard function =

parameters  fold; single or double sided control wit
any other reader module (choose the one in theskst
fig.4.39. The text box for Module type definitions is
the last item of this fold. The meanings of paftcu
types are described bellow.

It is strongly recommended to control the door fribwea
more secure reader module (inside the buildinggaise
of double sided control. The lower secure read
module then ensures reading out the media ID dNa H
code only and its output and inputs are free ftvept
utilization.

Basic parametres | Advanced parametres | Archive marks

MHame and description:

Module name [in the script) Gate

Madule description [in the events archive]: Gate|

Door control:

#® Single
Double with the reader:
Madule tppe: Door

| REX button

24 Defaults 7 0K ‘ ¢ Cancel ‘ 7 Help ‘

Advanced parameters

The Advanced parameters  fold (fig.4.3b contains a

Fig. 4.3a: Network module standard functions

text box for specifications of Strike time, Dooragj

time (after expiration of this parameter a Doorraj
warning is triggered — if the Module type is seDtmr

or DoorWithHandle ) and the Last card timeout
parameter.

Archive marks

The “Archive marks* fold contains a text box foixte
definitions of selected events.

Defaults

When this button is pushed the default settingshef

Basic parametres | Advanced parameties | Archive marks

Parametres:

Stike time: i
Dioar ajar time: 20
Last card timeout: 2

23 Defauls & 0K ‘ € Cancel ‘ 7 Help ‘

bl [l

module are recovered, i.e. single side door cantr

Ul

module typeGeneral , Strike time 5s, Door ajar 20, Fig. 4.3b: Network module standard functions
Last card timeout 1s, REX button checked. The

descriptions of chosen events are set accordirteto
flg 4.3c Basic parametres | Advanced parameties | Archive marks

DoorControll B

Infaut 1 cloge Input1 OM
Input 1 open Inputl OFF
Input 2 close Input2 OM
Input 2 open Input2 OFF
Relay 1 switched on Fielayl OM
Relay 1 switched off Fielayl OFF

27 Defaults + Ok 3 Cancel 7 Help
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4.2 Macros

The body of macro is composed of a sequence of @mmthat should be carried out by the system #feer
macro is run. Particular commands are carried eqguentially in the order they were written in thedp of
macro. Only one command with an eventual commentbeaplaced on each line. The programmer can work
with all modules and devices defined in the whagdplization in the body of the macro. Every devioethe
application has a unique identifier in followingfieat:

ModuleName.DeviceName

Where ModuleName is the name assigned to the module in the propestye of module inspector, and
DeviceName is the name of device generated by the environmiém names are unique within the module.
Devices forming a part of the module generatingagnm can be identified only by their names in ttwps (the
compiler assumes automatically that the deviceparaof the module that generates the event).

The macro-language statements can be divided inteetgroups: assignments, conditions and system
commands.

Assignments
Assignments enable the program to set the valuesystEm outputs, registers and timers. The opetzsr
following format:
DeviceName=Value

The type and range of used values depend on tleedfyptatus to be set. Tiom andOff values are to be used
for the statuses of logical devices (inputs, owtpyt values within the intervab; 255> for numerical values
of registers and timers. Using of the operatorxislaned in the example 4.1. Two macros are definethe
example — for network reader module ingup@tl ) turned on and off. The macros copy the statukisfinput
to the controller'slasterModule ) output 1 Relayl ).

Example 4.1: Macros for copying input status

Event Readerl.InputlOn ; macro for closing the Inputl
MasterModule.Relay1=0n ; turns the Relayl on
EventEnd
Event Readerl.InputlOff ; macro for opening the Inputl
MasterModule.Relay1=0ff ; turns the Relayl off
EventEnd
Conditions

Simple logical expressions can be interpreted e rttacro-language and the program can be branchés on
base. Following construction serves for interpiggtime logical expressions:

If LogicalExpression then

... body of the condition executed if the expressio nistrue ...
Else

... body of the condition executed if the expressio nis false ...
EndIf

A shorter notation can be used if both conditiorsret necessary:

If LogicalExpression then

... body of the condition ...

EndIf

The logical expression can test system input anpubustatuses, numerical values of registers, statof

software timers and logical system variables. Aergiew of supported conditions is listed in app&n8li3:
“The most important constructions of APS 400 mdarmuage”.

Only simple logical expressions can be interprétetie conditions (only one logical status, one etinal value
or one system status). The only logical operatedusa logical expressions is NOT (negation). Howeviee
conditions can be submerged (at maximum 20 comdifi@nd the absence ANDandOR operators can be
substituted for an appropriate combination of lagiwonditions Example 4.2emonstrates substitution for the
ANDoperatorgxample 4.3or theORoperator, and the testing of system variables dsinatesexample 4.4
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Example 4.2: Substitution for the AND operator (sub merged conditions)

Event Readerl.InputlOn
If Reader2.Input1=0n then
If Reader3.Inputl=0n then
Relayl1=0On
EndIf
EndIf
EventEnd

Example 4.3: Substitution for the OR operator (cond itions with the same body)

Event Readerl.InputlOn
If Reader2.Input1l=0n then
Relayl1=0On
EndIf
If Reader3.Input1l=0n then
Relay1=0n
EndIf
EventEnd

Example 4.4: Testing of system logical variables.

Event MasterModule.InputlOn

If AllICountersEmpty then ; nobody present

Signal(Reader1,2) ; two short beeps of the Readerl module
Else ; somebody present
Signal(Reader1,4) ; one long beep of the Readerl module
EndIf
EventEnd

Triggering of system functions

The last group of commands ensures triggering oioua functions implemented in the system itselieT
overview of these functions is listed in appendi®:5The most important constructions of APS 400croa
language”. Using of th8ignal command is shown iexample 4.4

Registers

Any value from <0; 255> interval can be assignethtoregister, a constant can be added or subdizatel the
value can be tested in the condition.

Basic commands for managing the registers are:

RegisterName = Value

RegisterName = RegisterName + constant
RegisterName = RegisterName — constant
If RegisterName = Value then

If RegisterName > Value then

Logical operatoNOTcan be used in both conditions.

-17 -

; assign value to the register
; add constant to the register
; subtract constant of the register
; test the register value
; test the register value



APS 400 Config — Programmer’s Guide

The register used as a branch condition of systatnss(standard operation / building evacuatiorghiswn in
example 4.5

Connections and function of the system are asvalio

A switch (e.g. an output from fire alarm system}edmining the “Evacuation” status (switched ON =
Evacuation, switched OFF = Standard operationpmected to the input 1 of the controller. Ther taro net
reader modules installed in the system. Their dstge.g. controlling the door locks) should be pamently
turned on in case of the evacuation. The evacuatatus signalization has to be indicated everg 1y the
reader modules.

Example 5.6: Use of registers

Define register Evacuation ; register definition

Event MasterModule.Init ; event from the script initialization

If  Inputl=0Off then ; testing input 1
Evacuation =0 ; setting status to Standard operation
EndIf
If  Inputl=On then ; testing input 1
Evacuation =1 ; setting status to Evacuation
EndlIf
EventEnd

Event MasterModule.Timer10sec ; event from hardware timer 10s
If Evacuation = 1 then ; testing the Evacuation status

Readerl.Beep = On
Reader2.Beep = On
Delay(2)

Readerl.Beep = Off
Reader2.Beep = Off

; switching on the beep of reader 1
; switching on the beep of reader 2
; wait for 2s

; switching off the beep of reader 1
; switching off the beep of reader 2

EndIf

EventEnd

Event MasterModule.Input1O ; event from setting the controller input 1
Evacuation =1 ; setting the Evacuation status
Readerl.Relayl = On ; switching on the reader 1 relay
Reader2.Relayl = On ; switching on the reader 2 relay

EventEnd

Event MasterModule.Inputl1O ; event from resetting the controller input 1
Evacuation =0 ; setting the Normal activity status
Readerl.Relayl = Off ; switching off the reader 1 relay
Reader2.Relayl = Off ; switching off the reader 2 relay

EventEnd

Event Readerl.Valid ; valid card on reader 1
If Evacuation =0 then ; testing Standard operation status

Door() ; calling standard door function

EndIf

EventEnd

Event Reader2.Valid ; valid card on reader 2
If Evacuation =0 then ; testing Standard operation status

Door() ; calling standard door function

EndIf

EventEnd
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Software timers

Setting and testing the software timers is analegouhe registers except adding or subtractingtems (not
supported)Example 4.6s extendedxample 4.5The timer is used for acoustic signalization conduring the
evacuation.

Expansions of connection are as follows:

The siren (has to be activated for the first 2 rr@swof evacuation) is controlled by an output thef controller.
The optical signalization (indicates the whole dioraof evacuation period) is switched on and offdutput 2
of the controller.

Example 4.6: Use of software timers

Define register Evacuation ; register definition
Define timer Siren ; timer definition
Event MasterModule.Init ; event from the script initialization
If  Inputl=0Off then ; testing input 1
Evacuation =0 ; setting the status to the Standard operation
Siren =255 ; resetting the Siren timer
Relayl = Off ; switching off the optical indicator
Relay2 = Off ; switching off the siren
EndIf
If  Inputl=On then ; testing the controller input 1
Evacuation =1 ; setting the Evacuation status
Siren =120 ; running the siren timer (120s)
Relayl =0n ; switching on the optical indicator
Relay2 =0n ; switching on the siren
Endlf
EventEnd
Event MasterModule.Timerlsec ; event from the hardware timer 1s
If Siren=0 then ; siren time expired?
Relay2 = Off ; switching off the siren
EndIf
EventEnd
Event MasterModule.Timerl10sec ; event from the hardware timer 10s
If Evacuation =1 then ; testing the evacuation status
Readerl.Beep = On ; switching on the beep on reader 1
Reader2.Beep = On ; switching on the beep on reader 2
Delay(2) ; waiting for 2s
Readerl.Beep = Off ; switching off the beep on reader 1
Reader2.Beep = Off ; switching off the beep on reader 2
EndIf
EventEnd
Event MasterModule.Input1O ; event from setting the controller input 1
Evacuation =1 ; setting the Evacuation status
Readerl.Relayl = On ; switching on the reader 1 relay
Reader2.Relayl = On ; switching on the reader 2 relay
Siren =120 ; starting the Siren timer (120s)
Relayl =0n ; switching on the optical indicator
Relay2 =0n ; switching on the siren
EventEnd
Event MasterModule.Input1O ; event from resetting the controller input 1
Evacuation =0 ; setting the Normal activity status
Readerl.Relayl = Off ; switching off the reader 1 relay
Reader2.Relayl = Off ; switching off the reader 2 relay
Siren =255 ; resetting the Siren timer
Relayl = Off ; switching off the optical indicator
Relay2 = Off ; switching off the siren
EventEnd
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Event Readerl.Valid : valid card on reader 1
If Evacuation =0 then ; testing the Standard operation status
Door() ; calling standard door function
EndlIf
EventEnd
Event Reader2.Valid : valid card on reader 2
If Evacuation =0 then ; testing the Standard operation status
Door() ; calling standard door function
EndIf
EventEnd

User parameters
User parameters can be used in following constvosti
Delay(ParameterName)
RegisterName= ParameterName
RegisterName = ParameterName
Delay(ParameterName)
Typical use of user parameters is entering the 8trike (after pushing a button or reading a vakad), see
example 4.7
Connections and function are as follows:
The door lock is connected to outputRelayl ) of the network reader module Readerl. The inpaft Readerl
module scans the door contact (turned on if ther d®alosed). The door lock is released after tipui 2 of

Readerl module is switched on, and locked afterdtar is open or a time interval (defined ®yikeTime
user parameter) is expired.

Example 4.7: Use of user parameters

Define parameter StrikeTime = 10 ; user parameter definition
Event Readerl.Input20n ; event from pushing the button (Readerl,input2)
If Inputl=On then ; testing the door status
Relayl =0On ; releasing the strike
Delay(StrikeTime) ; waiting for the StrikeTime seconds
Relayl = Off ; locking the strike
EndIf
EventEnd
Event Readerl.InputlOff ; event from disconnecting the door contact
Relayl = Off ; locking the strike
EventEnd
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Archive marks
Archive marks can be stored into the archive usitigwing command:
Mark(MarkName)
Example 4.8s extendedexample 4.7The system functionality is extended by the arelhmark storing in case
of the door stayed not open within the strike timterval.
Example 4.8: Use of archive marks

Define parameter StrikeTime=10 ; definition of the user parameter
Define register DoorOpened ; definition of the register
Define mark DoorNotOpened=Door was not opened ; definition of the

Event MasterModule.Init
DoorOpened=0
EventEnd

Event Readerl.Input20n
If Inputl=On then
DoorOpened =0
Relayl =0On
Delay(StrikeTime)
Relayl = Off
If DoorOpened=0 then
Mark(DoorNotOpened)
Endlf
EndIf
EventEnd

Event Readerl.InputlOff
Relayl = Off
DoorOpened =1
EventEnd

; archive mark

; event from the script initialization
; setting the register value

; event from setting the reader 1 input 2
; testing the Door status

; setting the register

; releasing the strike

; waiting for the defined time [s]

; locking the strike

; testing the register value

; putting the archive mark into the archive

; event from disconnecting the door contact
; locking the strike
; setting the register value
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Appendix

5.1 APS 400 system modules

MCA 168 controller

g4 MCA 168 controller— properties
Name Type Description
Defines a unique text identifier of the module. The module is
Name text represented by this identifier in the script. Characters (‘0..9’, ‘a’..’z’,
‘A’.Z, -, ' " can be used for defining the Name.
M . Defines the module numerical identifier for internal system use.
odulelD numeric o
It must be always equal to “0” for the controller.
S . Defines whether the archive marks generated by the module should be
aveEvents logical : - .
saved in the events history archive.
Description text Any text representing module in the administration software APS 400.
i | MCA 168 controller— events
GlobalDoorAjar DoorAjar status transition (any door stayed open for a longer period then allowed).
GlobalForcedDoor ForcedDoor status transition (any door forced in the system).
GlobalDoorAjarOK GlobalDoorAjarOK status transition (the last DoorAjar status shut down).
GlobalForcedDoorOK GlobalForcedDoorOK status transition (the last ForcedDoor status shut down).
GlobalTamper Any module gets tampered.
GlobalTamperOK The last tamper canceled in the system.
GlobalCommLost Loss of any system module communication.
GlobalCommRestore Communication with all system net modules gets restored.
Init User program (script) is initialized.
Reset After the controller reset.
g4 MCA 168 controller— descriptions
GlobalDoorAjar GlobalDoorAjar event generation.
GlobalForcedDoor GlobalForcedDoor event generation.
GlobalDoorDoorAjarOK GlobalDoorAjarOK event generation.
GlobalForcedDoorOK GlobalForcedDoorOK event generation.
GlobalTamper GlobalTamper event generation.
GlobalTamperOK GlobalTamperOK event generation.
GlobalCommLost GlobalCommLost event generation.
GlobalCommRestore GlobalCommRestore event generation.
Init Init event generation.
Reset Reset event generation.
ModemConnection At the remote connection to the system by a modem.
LineBusy At not successful upload via a modem thanks to line busy.
B3 MCA 168 controller — list of devices
UserEvents, TimerlSec, Timerl0Sec, PSU, Beep, Tamper, Inputl..Input8, Relayl.. Relay8.

Fig. 5.1: MCA 168 controller
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Network reader module

g4 Network reader module — properties
Name Type Description
Defines a unique text identifier of the module. The module is
Name Text represented by this identifier in the script. Characters (‘'0..9’, ‘a’..’z’,
‘A.Z, -, can be used for defining the Name.
ModulelD Number Dt_afines the module numerical identifier for inter_nal system use.
It is equal to the module hardware address setting <1;64>.
. Defines whether the archive marks generated by the module should be
SaveEvents Logical ; X ;
saved into the events history archive.
Enumerated — | Defines the reader behaviour. Detailed description of the module types
Type reader contains the table on fig.5.3.
module type
StrikeTime Number Maximum door strike release time [s] (used by the Door function).
- Restriction of door open period, when elapsed, the DoorAjar status is
AjarTime Number set.
CardTimeout Number rF;%rélcl)flzleduring which the last read access card is ignored by this
Description Text Any text representing module in the administration software APS 400.

g4 Network reader module — events
DoorAjar DoorAjar status transition.

ForcedDoor ForcedDoor status transition.

g3 Network reader module — archive marks
DoorAjar DoorAjar event generation.

ForcedDoor ForcedDoor event generation.

CommLost Loss of the module communication.

CommRestore Restoring of the module communication.

g4 Network reader module - list of devices

Tamper, Beep, CardReader, Inputl, Input2, Relayl, LED3 (Relay?2)

Fig. 5.2: Network reader module

Type property
The Type property of the network reader needs a detailedaesgtion of its operation irStandard
connection  using theDoor command.

The standard connection of the reader module s@spthe door contact connected to the first modupeiti
(door closed = door contact closed), the door loaknected to the first relay (NO, NC), and optiohahdle

contact (handle down = handle contact closed) adedeto the second module input. Wiring diagrams fo

various types of door locks and openers arbttgm//www.techfass.cz/aplikace_en.html

The basic solutions of settings the module typeadiing theDoor function are shown iexamples 5,15.2 and
5.3.1t is recommended to test the function on an dpegaystem during studying the examples and @&sbthe
system behavior at changes of gigkeTime , AjarTime andCardTimeout properties.

Type Meaning and usage

General General module not programmed in a standard way.

Module programmed as standard with connected door control. Reports forced door and door

Door ajar status automatically.

Module programmed as standard controllig door with handle from inside. Handle contact is
DoorWithHandle | connected to the 2™ module input. Reports forced door and door ajar status automatically
with respect to the handle status.

Fig. 5.3: Meaning and usage of Type property

Door function

Triggering of theDoor function actuates simultaneously the output raelag beeper untill the door is open (door

contact is disconnected) or the preset intepuditeTime s elapsed. In case of non-authorized entry (i.e.
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disconnecting the door contact without precedingradler command or handle pulling) tRercedDoor event
is triggered. If the door stays open until the gedined parameteXjarTime expires, thédoorAjar event is
activated.

For cedDoor event

The ForcedDoor event can be activating by the modules usigge property set toDoor or

DoorwithHandle . In both cases triggering of the event is condaioon disconnecting theé'Inodule input at
non-actuated output relay status. Moreover then®dule input cannot be connected (handle dowrthén
DoorWithHandle  module type, it is considered as authorized dpeno

Door Aj ar event

The DoorAjar event is activating by the modules usipge property set t@oor or DoorWithHandle when
the door stays open (thé' inodule input is open) after the pre-defined patem&jarTime expires. If the
module occurs ifforcedDoor status théoorAjar is not reported.

Examples:
Example 5.1: Single side door control by Readerl mo dule, type DoorWithHandle,
handle connected to the 2 "’module input.
Event Readerl.Valid
Door() ; Door open based on valid user’s identification.
EventEnd
Example 5.2: Single side door control by Readerl mo dule, type Door, REX button
connected to the 2 "4 module input.
Event Readerl.Valid
Door() ; Door open based on valid user’s identification.
EventEnd
Event Readerl.Input20n
Door() ; Door open based on pushing the REX button.
EventEnd
Example 5.3: Double side door control by the twin o f reader modules, type of
Readerl — Door, type of Reader2 — General, door con nected to the Readerl
module.
Event Readerl.Valid
Door()
EventEnd
Event Reader2.Valid
Door(Readerl)
EventEnd
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Power supply unit

i | System PSU — properties
NET I Type Description
Defines a unique text identifier of the module. The module is
Name Text represented by this identifier in the script. Characters (‘0..9’, ‘a’..’z’,
‘A’.Z, -, ' " can be used for defining the Name.

Defines the module numerical identifier for internal system use.
It is equal to the module hardware address setting <71;78>.
Description Text Any text representing module in the administration software APS 400.

ModulelD Number

System PSU — events

Name Event triggering conditions
StatusChanged At any flags or tamper change.
g4 System PSU — archive marks
CommLost Loss of the module communication.
CommRestored Restoring of the module communication.
DCOverload QOutput overloaded.
DCOK Output O.K.
BatteryLow Battery discharged
BatteryOK Battery O.K.
ACLost Loss of mains.
ACRestorted Mains restored.
BatteryConnected Battery connected.
BatteryDisconected Battery disconnected.
DCOn Output voltage turned on.
DCOff Output voltage turned off.
g4 System PSU - list of devices

ﬁigs, Tamper

Fig.5.4: System power supplier PSU 71

5.2 APS 400 system devices

Every APS 400 device type properties, events aokiv marks are detailed described in this chagftenore
than one device occur in a module the devices Hferetl by a serial number (e.gputl , Input2 , ...)
generally markedifput X, Output X, ...) whereX is the device serial number.

Beep device
Beep device represents the module beeper, which statude controlled by assignment command (valyes
Off ) and it can be used asert function argument.

B Beep device — properties
Description

Defines the unique text identifier within the parent module. It is

assigned automatically by the environment and cannot be changed.

Name Text

Fig. 5.10: Beep device
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CardReader device

CardReader device represents reading part of network modutestatus cannot be software controlled. After
the card ID is read its validityfi§. 3.6) is analyzed and related evefilid , Invalid  or Unknown is triggered.
Saving the archive marks of this device cannoteidden.

CardReader device — properties

Description

Defines the unique text identifier within the parent module. It is
Name Text . - .
assigned automatically by the environment and cannot be changed.
Ea CardReader device — events
Valid Reading valid card ID.
Invalid Reading invalid card ID.
Unknown Reading unknown card ID.
Invalid PIN Invalid PIN code 5 times over entered.
Ea CardReader device — archive marks
Valid At Valid event.
Invalid At Invalid event.
Unknown At Unknown event.

Fig. 5.11: CardReader device

Flags device (PSU 71)

Power supply uniElags device represents particular status informatioR®8 71 power supplier. The statuses
can be tested in condition commands, esemmple 5.6

: Flags device — properties

Description
Defines the unique text identifier within the parent module. It is

Name Text assigned automatically by the environment and cannot be changed.
Fig.5.14: PSU71 Flags device
Example 5.6: Testing the PSU 71 power supplier flag S
Event PSU71.StatusChanged ; status change of PSU (HW address=71)
If not Flags(fACPresent) then ;test of AC present flag
MasterModule.Relay1=0n ; activation of the controller relayl
; e.g. for signaling (optic or acoustic)
EndIf
EventEnd

List of all sense flags; see the tabldign 5.15.

Flag Meaning

fOverload Qutput overloaded.
fBatteryPresent Battery connected.
fLowBattery Discharged battery.
fBoxTamper PSU box tampered.
fDCOn Output voltage turned on.
fACPresent Mains on.

Fig.5.15: List of PSU 71 flags
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I nputX device
Input X represent thext"” — module input. Its status cannot be software ofiatt but can be tested.

=] Input X — properties
Name Type Description
N Defines the unique text identifier within the parent module. It is
ame Text . : .
assigned automatically by the environment and cannot be changed.
. Defines whether the archive marks generated by the device should be
SaveEvents Logical ; X ;
saved into the events history archive.
& Input X — events
Name Event triggering conditions
InputXOn InputX close
InputXOff InputX open.
3| Input X — archive marks
Saving marks conditions
InputXOn At the InputXOn event.
InputXOff At the InputXOff event.

Fig. 5.17: Inputs

PSU (Power Supply Unit) device

PSU device represents an extra controller input ddtexch for standard (not APS bus connectible) power
supplier output connection. Its status can be ddsyecondition command.

[ PSU device — properties

Description

Defines the unique text identifier within the parent module. It is
Name Text . ; !
assigned automatically by the environment and cannot be changed.
. Defines whether the archive marks generated by the device should be
SaveEvents Logical . ; ;
saved into the events history archive.

/¥ PSU device — events

Event triggering conditions

PSUON Output voltage O.K.

PSUOff Output voltage K.O.

(% PSU device — archive marks
Saving marks conditions

PSUON At PSUOnN event.

PSUOff At PSUOff event.

Fig. 5.18: PSU device

RelayX, AuxOutput
Relay X or AuxOutput device represent the hardware module outputs. duitput status can be software
controlled using assignment command (valdesOff can be assigned). The device can be used alsoesis
function argument and can be tested.

| RelayX, AuxOutput device — properties

Description

Defines the unique text identifier within the parent module. It is
Name Text . ; .
assigned automatically by the environment and cannot be changed.
. Defines whether the archive marks generated by the device should be
SaveEvents Logical ; . ;
saved into the events history archive.

| Relay X, AuxOutput device — archive marks

Saving marks conditions

RelayXOn,
AuxOutputon RelayX, AuxQutput close.
RelayXOff,
AuxQUIpULOff RelayX, AuxOutput open.

Fig. 5.20: Relays
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Tamper device
Tamper device represents a module protective contactriggers particular event and can be tested in
conditional commands. Any module tamper status gbamfluences the syste@lobalTamper status.

Tamper device — properties
Description

Defines the unique text identifier within the parent module. It is
assigned automatically by the environment and cannot be changed.
() Tamper device — events

NET [ Event triggering conditions
Tamper Switching tamper contact off.

Tamper device — archlve marks

Tamper Tamper event triggering.
Tamper OK Switching tamper contact on.

Fig. 5.23: Tamper device

Name

Timer1sec, Timer10sec device

Timerlsec orTimerlOsec represents controller hardware timers. These imgenerate event each 1s, or each
10s and macros can respond to these events. écissgary to keep in view the macros are calleddieslly
and their code has to be executed before nextetrigg the same macro. Therefore it is not availablese
command®elay andDoor or to control the IDS panel.

Timerlsec, TimerlOsec device — properties

Description
Defines the unique text identifier within the parent module. It is
assigned automatically by the environment and cannot be changed.

Name Text

& Timerlsec, TimerlOsec device — events
Name Event triggering conditions
Timerlsec Events Timerlsec, or Timerl0sec are triggered by the system each 1s, or each 10s.
Timerl0sec
Fig. 5.24: Timerlsec, TimerlOsec device
UserEvents device

UserEvents device represents 8 events, which can be genefatada host PC. User events can also be
triggered from other macros I&xecute(X) command, wher¥ is the user event numbéixecute command
cannot be used in user events macros.

3 UserEvents device — properties
Name Type Description
Defines the unique text identifier within the parent module. It is
Name Text

assigned automatically by the environment and cannot be changed.
Defines whether the archive marks generated by the device should be

SaveEvents Logical saved into the events history archive.
3 UserEvents device — events

Name Event triggering conditions
UserEventl

Sending a command to trigger the UserEventX from host PC or calling the Execute(X)
function from any macro in the script.

UserEvent8

UserEvents device — archive marks

Saving marks conditions

UserEventl

At UserEventX event.

UserEvent8

Fig. 5.26: UserEvents device
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5.3 The most important macr o-language constr uctions overview.

With respect to continuous increasing of APS 408tesy functionality we recommend to update this list
occasionally onhttp://www.techfass.cz/aps_400_macrolanguage_eh.#iso you can find there the links,
examples and other related information sources.lish&ellow corresponds to the controller firmwasersion
202 and the compiler version 2.15 from tf{eo July 2005.

Break
Terminates the macro executing; can be used &valtts.

ClearAllCounters

Deletes allPRESENTflags of access cards and clears access groupsisard’ codes counters of present
cardholders at the same time; can be used in afitsv

ClearGroupCounter(x)

Clears the access group counter of present carelfsoltefined by parametgr deletesPRESENTlags of all
cards assigned to defined access group and deaemeéaquate the user's code counter; can be usell in
events.

ClearPresent

DeletesPRESENTflag of just read access card and clears the aateaccess group and user’s code counters of
present cardholders at the same time; can be n&4&lid event.

ClearUser Counter(x)

Clears the user’s code counter of present cardiottifined by parametar deletePRESENTlags of all cards
assigned to access groups witluser's code set and decrements adequate the ayroegss counters; can be
used inValid event.

Define mark x=Description
Archive mark definition; it is entered beside thearos to the script.

Define parameter x=Name
Parameter definition; it is entered beside the o&tw the script.

Defineregister x=Name
Numerical register definition; it is entered besilde macros to the script.

Define timer x=Name
Software timer definition; it is entered beside thacros to the script.

Delay(x)

Stops the macro executing for a pre-defined timseiconds defined by parameter; can be used in all events
exceptTimerlseand/orTimerl0sec

Dial(x,y)

Establishes modem connection to a host RGharameter defines index of dialed phone numbeor(2);
y parameter defines the user archive mark describimgeason of the connection; can be used irvalits.

Display(x) / Display(ReaderN,X)
Displays a symbol on current module,ReaderNmodule (if the hardware contains the display). Meg of x
parameter is as follows:
0-9..digit0-9
10 ... hyphen

11 ... three level lines
12 ... E character
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13 ... decimal point
14 ... all segments on (inc. decimal point)
15 ... all segments off

Door() / Door (ReaderN)
Executes standaidoor function; can be used in all events.

EraseCard
Erases the current card from controller memoryetatdn be used Malid event.

Execute(x)

Activates the user event defined kyparameter; can be used in all events exceptUberEventNevents
(recursion not allowed).

If AllCountersEmpty then

Evaluates the zero status of all access groupsiserds code counters of present cardholders; carsée in all
events.

If Authorized then
Evaluates extra authorization flag of cardholdacsess levels; can be used/alid event.

If Buffer(x) then

Checks filling in the controller events archive feufif filled up more then defined by parameter (in
percentage) the result is true; can be used evalhts.

If Bytel=x then

Compares entered valueo the value stored iBytelcolumn of just read card ID. If the values match tasult
is true; can be used Walid and/orinvalid events.

If Byte2=x then

Compares entered valueo the value stored iByte2column of just read card ID. If the values match tasult
is true; can be used Walid and/orinvalid event.

If Group(x) then
Evaluates assignment of current card ID to thesscgeoup nox; can be used iWalid event.

If GroupEmpty(x) then
Evaluates the zero status of access group oounter of present cardholders; can be used &veltts.

If KeyCode(x) then

Compares the pressed key code on the reader maihleecason keypad to entered coglean be used iWalid
event.

If ModuleLost(x) then

Checks the communication status of the network neodvith hardware address the result is true if the
communication is not established; can be used gvahts.

If Present then
Evaluates th®€ RESENTlag of current card ID; can be usedMalid event.

If TimePlan(x) then
Evaluates the current validity of the time zonexy@an be used in all events.
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If User(x) then

Evaluates if thex number is equal to access group user’s code a&sbigncurrent card; can be usedvalid
event.

If UserEmpty(x) then

Evaluates the zero status of present cardholdersiter of the access groups with user’'s codexrassigned;
can be used in all events.

If x then ... endif / if x then ... else ... endif / if not x then ... endif / if not x then ... else ... endif

Evaluates the logical condition. The result can be negated usiregnot operator. Nesting depth is 20 levels;
can be used in all events.

Invert (x)
Inverts the status of logical output defined byniggnex; can be used in all events.

Mark(x)
Stores the archive mark defined>ogame to controller events archive buffer; can $edun all events.

SetBytel(x)
Setsx value toBytelcolumn of current card to the card ID table of tatroller memory; can be used\Valid
and/orlnvalid event.

SetByte2(x)
Setsx value toByte2column of current card to the card ID table of toatroller memory; can be used\falid
and/orinvalid event.

SetModePI N(x)

Switches over the defined reader modul® identification mode “card+PIN”. Reader moduleish PIN pad
only can be switched the other ones ignore thitngetcan be used in all events.

SetModePI NFree(x)

Switches over the defined reader modul® identification mode “card only”. Reader moduleith PIN pad
only can be switched the other ones ignore thitngetcan be used in all events.

SetPresent

Sets thePRESENTlag to the current card and increments relevaness groups and user’s code counters of
present cardholders; can be usetfatid event.
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Signal(x) / Signal(ReaderN,X)
Triggers the acoustic signal on current reader fepadwReaderNmodule. Meaning of parameter is as follows:

.. one short beep

.. two short beeps

.. three short beeps

.. one long beep

.. five short beeps

.. erase card memory in the reader module

O WNE

5.4 System archive marks summary

Event ID | Description Event ID | Description Event ID  Description
Controller archive marks (ModulelD=0)

4 Inputl On 40 Reserved 132 Relay 3 On
5 Inputl Off 41 Reserved 133 Relay 3 Off
6 Input2 On 42 Reserved 134 Relay 4 On
7 Input2 Off 43 Reserved 135 Relay 4 Off
8 Tamper 45 Global door ajar 136 Relay 5 On
16 Input3 On 46 Global forced door 137 Relay 5 Off
17 Input3 Off 47 Global door ajar OK 138 Relay 6 On
18 Input4 On 48 Timer 1 sec 139 Relay 6 Off
19 Input4 Off 49 Timer 10 sec 140 Relay 7 On
20 Input5 On 50 Init 141 Relay 7 Off
21 Input5 Off 51 Global tamper 142 Relay 8 On
22 Input6 On 52 Global tamper ok 143 Relay 8 Off
23 Input6 Off 53 Global comm lost 144 Reserved
24 Input7 On 54 Global comm restore | 145 Reserved
25 Input?7 Off 55 PSU On 146 Reserved
26 Input8 On 56 PSU Off 147 Reserved
27 Input8 Off 60 User event 1 148 Reserved
28 Reserved 61 User event 2 149 Reserved
29 Reserved 62 User event 3 150 Reserved
30 Reserved 63 User event 4 151 Reserved
31 Reserved 64 User event 5 152 Reserved
32 Reserved 65 User event 6 153 Reserved
33 Reserved 66 User event 7 154 Reserved
34 Reserved 67 User event 8 155 Reserved
35 Reserved 68 Global forced door ok | 156 Reserved
36 Reserved 128 Relay 1 On 157 Reserved
37 Reserved 129 Relay 1 Off 158 Reserved
38 Reserved 130 Relay 2 On 159 Reserved
39 Reserved 131 Relay 2 Off 160 LineBusy
PC programming archive marks (ModulelD=253)

0 Connected 2 Parametres upload - -

1 Script upload 3 Access data upload - -

Network module archive marks (ModuleID=HW address)

1 Valid 7 Input2 Off 66 Comm. lost
2 Invalid 8 Tamper 67 Comm. restored
3 Unknown 9 DoorAjar 161 AuxOutput On
4 Inputl On 10 Forced Door 162 AuxOutput Off
5 Inputl Off 64 Relayl On 249 Tamper OK
6 Input2 On 65 Relayl Off 250 Invalid PIN

Fig. 5.28: System archive marks — the 1* part
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PSU archive marks (ModuleID=HW address)

8 Tamper 72 Battery low 77 Battery disconnected
66 Comm. lost 73 Battery OK 78 DC On

67 Comm. restored 74 AC Lost 79 DC Off

70 DC overload 75 AC Restored 249 Tamper OK

71 DC OK 76 Battery connected

Fig. 5.28: System archive marks — the 2™ part
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5.5 Complete APS 400 application example

Required system functions

Simplified diagram of standard access control @aitbn is shown irfigure 5.29.Application requirements are
as follows:

» The main entrance control should be both, fronréaglers or from handsets.

 Current cardholders’ presence registration is requi

» Door alarm and tamper alarm statuses should gsigreal by audible and visual indicator. Audible
signalization has to be active for a pre-set tifirer ahe alarm statuses are triggered or stoppied @sbutton
or host PC before the pre-set time is elapsed.

» Door ajar status should give an optic signal only.

Handset Handset
REX ® /g Office 3
L L
[
N REX (® U 0 / R6
8 5
= /
O
e Handle Office 1
8 Ng / s
= < < D_v % =
g 0= off &=
> e ® S =3
o U REX 28 s s
n ~ 5o w @
Jes £855 3
Handset [7‘ K] S 8 & £ Handset
D /\ RRR O
[

R1 Audio/video entry panel

Fig. 5.29: Simplified application diagram

Hardware solution

The main entrance double side reader control (R} isnecessary because of the current cardholdezséence
registration is required. E.g. motor lock can bedutr the main entrance. Door opening by the hainidsused
for visitors only.

Server room door can be equipped e.g. by eledtcic With handle contact and one reader module R3.

The offices doors are fitted with door openers malgd by readers from outside and by request tb (REX)
buttons from inside.

It is recommended to use locks and openers equippédor contacts.
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Controller wiring — inputs:
» Output relay of audio/video entry system ... input 1
» Reset button for acoustic signalization ... input 2

Controller wiring — outputs:

 Siren ... relay 1

* “DoorAjar” status indicator ... relay 3
 “ForcedDoor” status indicator ... relay 4
* “TAMPER” status indicator ... relay 5

Inputs and outputs of reader modules are connéctstdndard way, see:
http://www.techfass.cz/aplikace_en.html

Note 1: It is necessary to ensure the emergency exit from inside areas according to the regulations of particular
country independent of access control system operation!

Software solution

Insert MCA 168 controller (nam®lasterModule ) and six network reader modules (naR®k..Rp into APS
Config application. Define modules descriptionfprtyDescription ) as follows:

MCA168 controller... Master module

R1 ... Main entrance
R2 ... Main exit

R3 ... Office 1

R4 ... Server

R5 ... Office 2

R6 ... Office 3

Both (R1, R2 ) main entrance reader modules have different $ghd&r2 module (typeDoor is set) controls the
door directly and generates the alarm sigrdsnodule (typeGeneral is set) controls the door through tRe
module. Exit and entry function &1, R2 reader modules can be set in communication sepfeware, see the
manual http://www.techfass.cz/files/m_aps_400_iserverpeh

R4 reader module is set (typmorWithHandle ). Other reader modules are set (tjjper ).

List of the script:

Define timer TMR1 ; software timer for siren timing
Define parameter PAR1=30 : forced door status time interval
; signaling
Define parameter PAR2=30 : TAMPER status time interval
; signaling

Event Controller.GlobalDoorAjar

Relay3=ON ; door ajar status optical signaling
EventEnd
Event Controller.GlobalForcedDoor
Relay4=ON ; forced door status optical signaling
TMR1=PAR1 ; starts audible signaling time interval
EventEnd
Event Controller.GlobalTamper
Relay5=ON ; TAMPER status visual signaling
TMR1=PAR2 ; starts audible signaling time interval
EventEnd
Event Controller.GlobalTamperOK
TMR1=0 ; stops acoustic signaling
Relay5=0OFF ; stops optical signaling
EventEnd
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Event Controller.GlobalDoorOK

Relay3=0OFF ; stops optical signaling
Relay4=OFF ; stops optical signaling
TMR1=0 ; stops audible signaling
EventEnd
Event Controller.UserEventl ; stops acoustic signaling by a PC
TMR1=0
EventEnd

Event Controller.Timerlsec
If TMR1>0 then
Invert(Relay1) ; intermittent acoustic signal
Endif
If  TMR1=0 then ; stops acoustic signaling by the timer
Relayl=0OFF
Endif
EventEnd

Event Controller.Input20n ; stops acoustic signaling by a button
TMR1=0
EventEnd

Event Controller.Input1On ; door function from entry system handset
Door(R2)
EventEnd

Event R1.Valid
Door(R2)
EventEnd

Event R2.Valid
Door()
EventEnd

Event R3.Valid
Door()
EventEnd

Event R3.Input20n
Door()
EventEnd

Event R4.Valid
Door()
EventEnd

Event R5.Valid
Door()
EventEnd

Event R5.Input20n
Door()
EventEnd

Event R6.Valid
Door()

EventEnd

Event R6.Input20n

Door()
EventEnd

End of list.
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5.6 Programming protocol

Every report page contains identical header anthdt®m with its serial number. It is possible todify the left

part of a report header by setting some parameteeschapter 2.6. “Program set up”.

The report is divided into three parts:

» General parameters.. contains general information about the applaate.g. filename, date and time,
connection type etc.

» Modules list... contains the list of all modules (including suttinate devices) used in the application. List of
all properties (normal font) and of archive marksdctiption (italic font) is included.

 Script... contains complete list of the script.
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